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ABSTRACT.

Dense false target jamming has highly deceptive and suppressive characteristics, which may exist seriously impact on
radar systems. Hence, based on the principle that jammers generate dense false target jamming, a waveform design method
of dense false target jamming suppression is proposed to solve this problem. A criterion to design deceptive pulse and radar
effective waveform is proposed through minimizing cross correlation level of dense false target jamming and radar
effective waveform, and autocorrelation sidelobe level of radar effective waveform. The criterion could be solved by the
least-pth algorithm. Simulation results indicate that the radar waveform designed by the proposed method could effectively
suppress the dense false target jamming.
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1. INTRODUCTION

With the rapid development of high-speed integrated circuit technology and digital signal processing technology, digital
radio frequency memory [1](DRFM) technology and direct digital synthesis technology make interference technologies
of modern radar gradual agility, diversity and intelligence. Jammers based on DRFM technology store the sampled radar
signals, modulate some parameters of the stored signals and then release them at the appropriate time. The dense false
target signals generated by jammers could simulate some characteristics of typical targets [2]. This kind of false target
signal has strong deceptive and suppressive characteristics, resulting in dense false target signals that may be mistaken
for real targets and the radar system has no other resources to search or track real targets. Therefore, it is one of the
difficulties to suppress dense false target jamming in the current radar field [2-4].

There are lots of methods to suppress the dense false target jamming. In [5], a bi-phase random coded waveform is
proposed to reduce the correlation among coherent processing intervals. Due to the mismatch with referenced waveform,
the dense false target jamming could be suppressed. In [6], the correlation coefficient between the signal in the main
channel and that in the auxiliary channel is firstly calculated and then adaptive sidelobe canceller is utilized to eliminate
the jamming signals. A method based on enhanced three-dimensional joint domain localized space time adaptive
processing is proposed in [7] to suppress the dense false target jamming. But this method is only applied to frequency
diverse array multi-input multi-output radar and has high complexity. In [8], based on the differences in the frequency
response characteristics of the radar and DRFM jammer, a method of a fast-slow time domain joint frequency response
feature is utilized to counter dense false target jamming. [9] uses minimum variance distortionless response spatial
domain filtering to filter out the dense false target jamming from the azimuth of jammer. It is worth noting that the
methods mentioned above are mainly suppressed the dense false target jamming at the radar receiver end and not
actively countered at the radar transmitter.

Therefore, in order to suppress dense false target jamming, based on the principle that jammers produce dense false
target jamming, this paper proposes a waveform design criterion to design deceptive pulses and radar effective
transmitting signal. The design criterion is to minimize the cross correlation level of the dense false target jamming and
radar effective transmitting signal, and the autocorrelation sidelobe level of radar effective transmitting signal, which is a
non-convex optimization problem. In this paper, a least-pth minimax algorithm [10] is utilized to solve this problem.
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Numerical simulation results show that the radar waveform designed by the proposed method could effectively suppress
dense false target jamming.

2. SIGNAL MODEL

In order to protect real targets, the jammer needs to detect radar transmitting signal as far as possible. Hence, the receiver
of jammer usually needs a relatively high sensitivity. In addition, in order to ensure a high correlation between the
interference signal generated by jammer and radar signal sampled by jammer, the time delay between the interference
signal and radar signal needs to be small as soon as possible. Therefore, the jammer usually adopts the mode of
transmitting and receiving at the same time. However, in engineering practice, it is difficult to simultaneously meet the
requirements of high receiving sensitivity and high transceiver isolation for the jammer. Therefore, the jammer usually
adopts a time-sharing mode of transmitting and receiving.
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Figure. 1 The same period of false target period and radar pulse period

In the time-sharing working mode of transmitting and receiving, in order to ensure that the generated interference signal
has a high correlation with the radar current pulse signal, the jammer usually chooses to sample the rising edge of pulse
signal and modulates different parameters such as time delay, velocity and so on (see figure 1). It should be noted that (1)
the sampling pulse width of the jammer is related to the radar signal pulse width, the distance of the false target closest to
the real target and other factors. (2) In order to protect real target, the false target distance is closely related to that of the
real target and the distance interval of false target and real target gradually increases. (3) The jammer of sampling radar
pulse is a trigger type, in other words when there exists a radar signal, it samples and generates false target signals.

If the sum of time delay of the false target farthest from the real target and the duration time of the jammer sampling
radar signal is larger than the pulse width of radar signal, as shown in figure 1, the period of false target is the same as
that of radar signal period. Otherwise, as shown in figure 2 , then the period of false target is smaller than that of radar
pulse period.
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Figure. 2 The different periods of false target period and radar pulse period
The radar transmitting signal can be expressed as s(t) = A-exp(j2nfyt+j ¢ (t)), where f, is the signal carrier
frequency, ¢(t) is the signal phase and A is the signal amplitude. Assume that the jammer samples the width of radar
signal T,, and the time interval between adjacent false targets is T}, then the signal expression of the jammer sampling
radar signal and generating dense false target jamming can be expressed by
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where m is the index of the mth false target time delay, 7 is time delay of the first false target, @ represents
convolution operation, A; is the amplitude of interference signal modulated by the jammer, and §(-) is the impact
function. The false target signal after matching filter can be expressed as

r(t) =] ® s (-1) 2

where (+)* is the conjugate operation.

Combining of equation (1) and equation (2), it can be seen that the interference signal and radar signal have a certain
relevant, which is proportional to the width T,,.

Assume that the ith radar pulse signal after mixing sampling can be expressed as s; € C¥s*1, then the signal s; after

matching filter could be written as
stTksi
Pik === 3)
where i = 1,2,---,M, M is the total number of signals transmitted by the radar within one frame, p;; indicates the
match filter result of the kth range bin. When kis 0, p;, denotes the mainlobe after matching filter, and conversely, p;
is the sidelobe level after matching filter, (-)? represents the conjugate transpose operation, J, is a shift matrix, the
expression [11] is
Jo= )T, = [O(Ns—k)xk Ing—k

where (-)T is the transpose operation, 0 is the all-zero matrix, I represents the identity matrix. The sidelobe levels of
signal after matching filter p;, satisfy

,0<k <N 4
Ok ka(NS—k)] § @

sty kesi (SH]kS')H *
Pi—k =1 F= Nsl = Pik ®)
It can be seen from the above formula that |pi'k| = | pl-__k|, namely, the amplitude of sidelobe level is symmetric about

Pio» Where || is the module value operation. For ease of expression, let p; 540 be the sidelobe level vector of signal s;
after matching filter, that is

T
Piside = [Pins Pizr -+ Ping-1] (6)
Combine all sidelobe levels into a vector, namely,

P = [Pl side Prsiger Pl siae] ™

In order to reduce the impact of false target signals on the radar, the radar could use some methods such as frequency
agility to deceive jammers in the frequency domain. However, the available frequency band resources for radar are
limited, especially for low-frequency radar, which is difficult to simultaneously satisfy the characteristics of large
instantaneous bandwidth and arbitrary frequency agility. Therefore, we can design phase coded waveform to trick the
jammer in the time domain. Combining Fig. 1 and Fig. 2, it can be seen that the jammer usually samples the rising edge
or other parts of the pulse width (when the radar pulse width is relatively large, the jammer may collect multiple parts of
the same pulse). Therefore, in order to improve the detection performance of radar, the phase coded waveform design
needs to consider the following three aspects. Firstly, a deceptive phase coded waveform in front of the real radar pulse
signal could be considered, as shown in Figure 3, whose cross correlation level after matching filter needs to be as low as
possible. Secondly, the jammer samples partial effective pulse width of the real radar transmitting signal, and the cross
correlation level after matching filter is also as low as possible. Thirdly, the autocorrelation sidelobe level of the real
radar signal after matching filter needs to be as low as possible.
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Figure. 3 Schematic diagram of deceptive pulse signal

Assume that the deceptive pulse signal is Z = [z4,Z,, -+, Z,y], the expression at the range bin k£ of deceptive pulse
signal z; after matching filter could be written as

L= Zi() S (n — k) jis 0dd
2

w;i(k) =% o K (®)
' Ln=—w2i(n) si(n — k), iis even
2
where i = 1,2,---,2M. The nth element of the deceptive pulse signal can be expressed as
el?i™ n e [1,N)]
z;(n) = ’ ’ 9
Q) { 0, others ©)

where ¢; is the phase vector of deceptive pulse signal. Let w; be the cross correlation level vector of the deceptive
pulse z; after radar matching filter. The specific expression is
T

= [ (1 22) 2 52, (250 0) @

2
In order to form a vector, arrange the cross correlation levels @; (Vi) of all deceptive pulses, as shown below

Wcross = [wI' wg, 'ng]T (11)
If the sampling location of jammer is the position where the radar actually transmits effective pulse signals (for
simplicity, referred as jammer sampling pulse), the sampling pulse signals within one frame can be expressed as R =
[rl,rz, ---,rq]T, where ¢ is the total number of jammer sampling radar effective pulses. The expression of jammer
sampling pulse r,, atrange bin & is expressed as

V() = Tity T —ea Tn() 55 (n — k) (12)
where m = 1,2, -+, q. The nth element of the sampling pulse can be expressed as

elom™ n e [1,N/]

r,(n) = ’ Y 13
m () { 0, others (13)

where 0,, is the phase vector of the jammer sampling pulse r,,. Let y,, be the cross correlation level vector of the

sampling pulse 1, after radar matching filter. The specific expression is

Vo = [ (1= QD) (2= By Ly (b)) (14)

2 2 2
In order to form a vector, arrange the cross correlation levels w; (Vi) of all sampling pulses, as shown below

Y YI'YZ" IYq] (15)

Cross

3. DESIGN CRITERIA

Under strong targets, multiple targets, strong clutter or multiple clutter environments, high range sidelobes can easily
trigger false alarms or submerge weak targets causing missed alarms. Therefore, in order to improve radar detection
performance, one of the waveform design criteria is to reduce the autocorrelation sidelobe level and the cross correlation
level among different signals after radar matching filter [12].
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In order to better suppress dense false target jamming, waveform design criteria need to consider the following two
aspects:

(1) Suppress autocorrelation sidelobe level: waveform design by suppressing the integrated sidelobe level may cause
high sidelobe levels of some range bins. In order to improve the detection performance of weak and small targets, it is
proposed to minimize the autocorrelation peak sidelobe level (APSL), i.e.

minmax|p| (16)
where ¥ is the phase of signal S = [s4,5,, ", Sy], namely, § = exp(j¥). The formula above can be simplified to

min 17220 | P 17
where |||l is the infinite norm.

(2) Suppress cross correlation level: in order to suppress dense false target jamming, a design criterion of minimizing
peak cross correlation level (PCCL ) is proposed

rgzgz maxlwcrossl T maxlycrossl (18)

where ¢ is the phase vector of deceptive pulse Z, and @ is the phase vector of jammer sampling pulse R. Since the
sampling pulse is the part of radar effective pulse signal, the phase of the sampling signal is part phase of the real radar
signal, namely 0 € . The formula above can be simplified to

min (16, e+ 17,0l (19)

Comprehensive the design criteria of equation (17) and equation (19), the design criteria of suppressing dense false
target jamming can be expressed as
min 19, llo + arllo, o+ ally, 20)

side cross Ccross

where a; and a, are the weight coefficients of cross correlation level. The values of a; and a,need to be preset
manually to weigh the performance of APSL and PCCL. Based on practical engineering requirements, the parameters
could be manually adjusted to obtain the desired results when optimizing the objective function.

4. OPTIMIZATION ALGORITHM

The objective function in the equation (20) is non-smooth and the conventional optimization algorithm requires taking
derivatives of the objective function, so the objective function needs to be transformed. According to the properties of
the norm, we can obtain

lmllpy llp = 1Pl 1)
where ||-||,, represents the p-norm. In order to minimize ||Psigellco, We can gradually increase the value p [10] to
gradually minimize ||Pgiqell,, thus it is approximately equal to minimizing ||pgigellc. Similarly, it can be seen that

minimizing ||@crossllee and [V crossllo could be approximated by gradually minimizing |[@cosslly and ||V erossllp -
Define a function

f = lp g ll, +alloll, +ally
where the vector x is a column vector composed of 3, ¢, 0 in order.

(22)

cross ”p

The detailed steps of the iterative suppression algorithm based on p-norm are as follows:

(1) Set initial value x, of the objective function and the threshold &; of the minimum value of the two adjacent
iterations, and let the parameters i =1, p =2, u =2, f, = 10000;

(2) Set vector x;_, be the initial value of the ith iteration, and the optimization result x; of this time can be obtained
through suppressing f(x), and let f; = f(x;);

(3) If |fi—1 — fi| < &;, obtain the final optimization result x; and stop optimization. Otherwise, set p = up, i =i+ 1,
return to step (2).
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Due to the constraint of radar waveform constant modulus, the function f(x) in step (2) is a non-convex function. We
can use Newton algorithm or quasi-Newton algorithm to optimize the objective function. Compared with the Newton
algorithm, the quasi-Newton algorithm could reduce the computational complexity by approximating the Hessian matrix.
Since the computational complexity of the quasi-Newton algorithm is proportional to the square of function dimension,
this algorithm still requires extensive computation when the objective function dimension is high. Hence, this paper uses
the L-BFGS algorithm [13] to minimize the function f(x). This algorithm could construct the Hessian matrix based on
few vectors, which not only reduces the amount of computation, but also could be easier to implement. The specific
process of the algorithm is as follows:

Parameter initialization: set the number of updates m, the starting value of the iteration index i = 0, the initial value of
the variable x, and calculate the function f, and the first-order partial derivatives of the function Vf,, let the search
direction of the objective function be g, = —Vf,,. Algorithm iteration steps as follows,

(1) Obtain A; using line search method based on f;, Vf; and g;;
(2) Calculate Z; = ;{igia Xit1 = X + ;{Lgla
(3) Calculate Vf;,, and y; =Vfir, — Vfi;
(4) Let q = Vfiyq;
S)forn=i,i—1,--,i—-m+1
H
by = yzél_z:,q =q—tyYn
end

H
©) 7 =3ing;

YAYn
(MNforn=i-m+1i-m+2-,i
H
p= y}g‘;,r =r+(t,—p)z,
end
®) giy1 =13
®i=i+1;

until the set termination condition is reached.

Steps (5) to (8) of the iteration process above are mainly based on the first-order partial derivative information of
adjacent m times to approximate the product of the Hessian matrix and q (namely, vector 7), which iterate m times
based on vector r to obtain search direction of the next iteration. The computation amount of this algorithm mainly
comes from solving the objective function f(x) and Vf(x). Without loss of generality, the computation amount only
counts the number of complex multiplications. It needs require O(MZ(NS + N,)(logZ(Ns +N]) + p) +pMN])and

0 (pM 2(Ng + N])) times of complex multiplications, respectively, to solve functions f(x) and Vf(x).

5. SIMULATION RESULTS

In this section, the feasibility of the proposed algorithm above is verified by simulations. Assume that the length of phase
coded waveform is Ng = 256, and the subcode width of transmit pulse is lus. Since the jammer based on DRFM
usually quantizes the phase of sampling signal, and then modulates information such as time delay, velocity and
amplitude, modulation mechanism is irrelevant to the parameters of real radar transmit signal. Therefore, without loss of
generality, the parameters of radar effective pulse signal within one frame are same and the parameters of radar
deceptive pulse within one frame are also same. Next, the effects of suppressing false targets are analyzed at different
distances from the minimum starting distance of the false target relative to that of the real target.

Unless otherwise specified, the distance mentioned below specifically refers to the minimum starting distance of the
false target relative to that of the real target (short for the starting distance), and the weight coefficients @; = 1 and
a, =1 in equation (20). Assume that the jammer sampling pulse width is 2us~32us, and the specific suppression effects
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of false targets are shown in the different simulation experiments below. Since the objective function in equation (20) is
non-convex, different initial values may lead to different optimization results. Therefore, the each simulation experiment
below generates 30 groups of initial values for optimization and the optimization results with the smallest objective
function value are selected as the final results.

5.1 Influence analysis of starting distance

5.1.1 Starting distance is 45km

When the starting distance is 45km, the minimum time interval of jammer to start the next sampling is about 300us.
Since the maximum of total width of radar effective pulse and deceptive pulse is 288us, the jammer only samples one
sample during each radar transmit pulse signal. In other words, the sampling signal of jammer is a deceptive pulse.
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Figure.6 APSL and PCCL vary with sampling length

From Fig.4 to Fig.6, we can see that as the sampling length of jammer (i.e., the deceptive pulse length) increases, APSL
and PCCL gradually increase. This is mainly because the degrees of freedom of radar effective pulse signal are fixed,
with sampling length increasing, more degrees of freedom are used to suppress the deceptive pulse and thus the degree
of freedom of suppressing the autocorrelation sidelobe levels of radar pulse signal is reduced, resulting in the increasing
of sidelobe levels. Fig.6 compares the results of the proposed method and the sequential quadratic programming (SQP)
method. It can be seen that the optimization method in this paper could achieve lower sidelobe level. In addition, from
Fig.6, we can see that as the sampling length of jammer increases, the APSL and PCCL show small fluctuations. This is
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mainly because the objective function of equation (20) is non-convex, and different initial values may lead to different
results.

5.1.2 Starting distance is 20km

When the starting distance is 20km, the minimum time interval of jammer to start the next sampling is about 133.33us.
Since the maximum of total width of radar effective pulse and deceptive pulse is 258us~288us, the samples of jammer
are sampled twice during each radar transmit pulse signal. In other words, one of the sampling signal is a deceptive pulse,
the other is the radar effective pulse signal.
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Figure.7 Sampling length of jammer is 2us
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Figure.9 APSL and PCCL vary with sampling length

From Fig.7 to Fig.9, it can be seen that as the sampling length of jammer increases, PCCL gradually increases and APSL
maintains small range fluctuations. This is mainly due to the weight coefficient @; = a, = 1 of equation (20). When
the sampling length is large (>4us), PCCL is higher than APSL, the optimization algorithm are mainly used to minimize
PCCL. In addition, comparing Fig.7 with Fig.8, it can be seen that there is a large peak in Fig.8. This is because the
jammer samples part of the radar effective pulse width, and the longer the sampling length is, the higher the correlation
with the radar effective pulse signal is, which results in a higher PCCL.

5.1.3 Starting distance is 10km
When the starting distance is 10km, the minimum time interval of jammer to start the next sampling is about 66.67us.
Since the maximum of total width of radar effective pulse and deceptive pulse is 288us, the samples of jammer are
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sampled four times during each radar transmit effective pulse signal. In other words, one of the sampling signal is a
deceptive pulse, the others are the radar effective pulse signals.
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Figure.12 APSL and PCCL vary with sampling length

Similarity, from Fig.10 to Fig.12, it can be seen that as the sampling length of jammer increases, PCCL gradually
increases, and APSL remains small range fluctuations. Comparing Fig.11 with Fig.8, it can be seen that there are three
peaks in Fig.11. This is mainly because the jammer is trigger type and if the starting distance of false target is small, the
time interval of two adjacent sampling by the jammer becomes small. Under the condition that the radar effective pulse
width is fixed, the smaller the time interval is, the more times the radar effective pulse width may be sampled, which
results in more cross correlation peak values.

5.2 Influence analysis of radar pulse width
Under the condition that the jammer sampling length is fixed (N; = 16), analyze the influence of different radar pulse
widths (namely, the length of phase coded waveform Nj;) on the results of waveform design.
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Figure.13 APSL and PCCL vary with radar pulse width

It can be seen from Fig.13(a) that as the length of phase coded waveform increases, APSL and PCCL gradually decrease.
This is mainly because the samples sampled by the jammer are deceptive pulse signals under the condition that the
starting distance is 45km. The length of phase coded waveform increases, which means increasing the degree of freedom
of optimization algorithm, and more degrees of freedom could obtain better results.

In addition, from Fig.13(b), we can see that as the length of phase coded waveform increases, APSL gradually decreases
and PCCL first gradually decreases, then jumps and final gradually decreases. This is mainly because the starting
distance is 20km, with the code length increasing, the sampling signal of the jammer changes from the only deceptive
pulse to the deceptive pulse and the partial radar effective pulse, which results in the phenomenon of PCCL transition. In
addition, since the effective pulse sampled by the jammer is fixed, as the code length increases, the cross correlation of
the sample and the radar pulse signal gradually decreases, so the PCCL gradually decreases after the transition.

Based on Fig.13(a) and Fig.13(b), in order to reduce the influence of dense false target jamming, it could be considered
to appropriately reduce the effective width of radar pulse signal. Since the SNR of target echo is proportional to the total
energy radiated by radar, in practice, the SNR of target could be ensured by reducing the effective width of a single pulse
and increasing the number of pulses within one frame.

5.3 Influence analysis of weight coefficient

The cross correlation levels are affected by the weight coefficients a; and a, in equation (20). In order to facilitate the
analysis of the weight coefficient effects on APSL and PCCL, without loss of generality, let the weight coefficient a =
a, = ay.
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From Fig.14, we can see that as the coefficient a increases, APSL gradually increases and PCCL gradually decreases.
This is mainly because increasing « is equivalent to increasing the weight coefficient of PCCL (equivalent to
decreasing the weight coefficient of APSL), hence the PCCL gradually decreases and the APSL gradually increases. In
practice, we could choose appropriate weight coefficients based on different application scenarios.

5.4 Influence analysis of Doppler frequency mismatch
Without loss of generality, the phase coded waveforms optimized are randomly selected to analyze Doppler frequency
effects.

Normalized Amplitude(dB)

Figure.15 Ambiguity function of phase coded waveform

It should be noted that f; in Fig.15 is the Doppler frequency. From Fig.15, it can be seen that in the zero Doppler
channel, the peak value is high and the sidelobe level is much low. But Doppler frequency increases (namely, Doppler
mismatch), the peak value of target decreases and the sidelobe level first gradually increases and then fluctuates
irregularly. In practical applications, if the radar is in search mode and the velocity of target is unknown, the radar at the
receiving end could use some match filters modulating different Doppler frequencies to match filter. If the radar is in
tracking mode and the velocity of target is known, the match filter at the radar receiving end modulated the Doppler
frequency could be used to filter the echoes of targets.

6. CONCLUSION

In this paper, a method of phase coded waveform design is proposed to suppress false targets based on the principle that
jammers produce dense false target jamming. The criteria is to minimize the PCCL of the false target signal and the radar
effective signal, and to simultaneously minimize the APSL of the radar effective signal, which could be solved through
the least-pth algorithm using the L-BFGS algorithm as its sub-algorithm. Simulation results show that the phase coded
waveform by the proposed method can effectively suppress dense false target jamming. However, when the effective
pulse width of radar is wide, the jammer may sample the radar effective pulse signal, which causes the PCCL to rise. In
addition, the influences of different parameters on the optimization results are analyzed, providing a theoretical basis for
subsequent engineering applications.
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