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ABSTRACT 

Images formed by WeChat are widely used as a type of evidence in courts. The research on their image characteristics is 

of great significance to forensic science application. In this paper, we study the characteristics of the WeChat formed 

images and videos. Their file attributes, metadata, and digital data change features are systematically studied under the 

different operating system environments, different program versions, different formation methods, different transmission 

methods, etc. The forensic examination on the WeChat formed images is further discussed, involving image formation 

time identification, image source identification, image authenticity identification, and so on. Our results show that the 

images and videos formed by the WeChat program have their own unique image characteristics, which can be effectively 

applied for forensic examination of the WeChat formed images. 

Keywords: Forensic science, WeChat program, WeChat formed images and videos, forensic authenticity identification, 

forensic formation time identification 

1. INTRODUCTION 

WeChat was born in 2011 and has become a truly popular application program in China with over 1.2 billion users by 

2022. The record forms in the WeChat include text, voice, image, video, and other types of data. WeChat users 

inevitably interact with audio-visual materials in a various way when they use the program. Moreover, audio-visual 

materials are an important type of legal evidence in China. Experts have to verify the authenticity of the submitted 

evidence, which maybe claimed to be generated, transmitted, or downloaded by the WeChat program. 

In the research of passive forensic techniques for forensic image authentication, there are lots of outcomes in the forensic 

science1,2. Image tampering usually goes through the following steps, that are original image acquisition, image editing, 

post-editing processing and “Save As” operation. Tampering artifact detection in each step has become an important 

breakthrough in the domain research. For example, in the original image acquisition stage, the source of the image can be 

effectively estimated by detecting the device pattern noises, so as to determine whether the suspected image is originated 

from the claimed shooting device3,4. The “Save As” operation during image editing usually involves the image 

recompression process. Based on the above fact, the recompression detection of JPEG images is proposed to detect 

tampering5. In the post-editing stage, the tampering artifact detection methods include blurring operation detection, 

contrast adjustment detection6, etc. In terms of image editing detection, regional image copy detection methods7,8 is 

common way for image forgery detection. With regard to the video tampering detection research, the corresponding 

methods mainly focus on video coding artifact detection9,10, video content tampering detection, etc. 

In practice of forensic image authentication, the key techniques consist of storage media inspection, recording system 

inspection, file attribute/metadata inspection, single-frame picture inspection, audio inspection, video inspection, 

recording equipment inspection, digital watermark analysis, and so on. This paper focuses on the study of the file 

attributes and metadata characteristics of images and videos formed by WeChat program, which are analyzed under the 

different operating system environments, different program versions, different formation methods, different transmission 

methods, etc. The application of the above results in the field of forensic science is further discussed in the paper. 
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2. EXPERIMENTAL DATA 

In the experiments, three different mobile phone operating systems are studied. The selected mobile phones including 

HUAWEI P30 Pro, OnePlus 9 and iPhone 11, and the detailed information is shown in Table 1. 

Table 1. The studied mobile phone information. 

No. Cell phone brand and model System version WeChat version 

1 HUAWEI P30 Pro HarmonyOS 3.0.0.168 8.0.41 

2 OnePlus 9 ColorOS 12.1, Android 12 8.0.33 

3 iPhone 11 iOS 16.6.1 8.0.41 

For the acquisition of experimental data, three images and two videos were taken by using the shooting function in the 

WeChat of the studied cell phones, and then were saved to the cell phones by using the download function in the WeChat. 

In addition, the computer version of WeChat (WeChat 3.9.6.24) was installed in a 64-bit educational version of 

Windows 10 system, and the above images and videos were downloaded by using this WeChat version for further study. 

3. FILE NAMING AND STORAGE PATH FEATURES 

3.1 Original storage path 

The default storage path for taken images and downloaded images on the No.1 cell phone is “\Internal 

Storage\images\WeiXin”. For taken and downloaded videos, the default storage path is “\Internal 

Storage\DCIM\WeiXin”. For the No. 2 cell phone, the default storage path for taken and downloaded videos is “Internal 

Shared Storage \images\WeiXin”, and the storage path for videos is same to the images. With regard to the No. 3 cell 

phone, the default storage path for typical taken and downloaded examples of images and videos both are “Internal 

Storage\DCIM\202309”, where “202309” folder is the information of the year and month when the images or videos 

were taken. 

3.2 File naming conventions 

The typical name of a sample image taken by the No. 1 cell phone is shown as “wx_camera_1695025042129.jpg”, which 

contains the fixed “wx_camera” prefix and the “.jpg” suffix. The middle number “1695025042129” indicate the Unix 

timestamp information of the modification time, which can be converted to China standard time “2023-09-18 16:17:22” 

in “Year/Month/Day Hour:Minute:Second” format. The file name of a sample image downloaded from WeChat in No. 1 

cell phone is named as “mmexport1695025100052.jpg”, which contains the fixed prefix “mmexport” and “.jpg” suffix. 

The middle number “1695025100052” is the Unix timestamp information of the image modification time, that is “2023-

09-18 16:18:20” in China standard time. With regard to the formed videos in the No. 1 cell phone, the typical sample 

names are “wx_camera_1695103775816.mp4” and “mmexport1695103798728.mp4” respectively for the recorded video 

and the downloaded one. The middle numbers are the Unix timestamp information of the last modification times of the 

videos. The file names of the images and videos taken or downloaded in the WeChat of the No. 2 cell phone are basically 

the same as those in the No. 1 cell phone.  

In the No. 3 cell phone, the typical sample images taken in the WeChat is shown as “IMG_8538.JPG”, which contains 

the fixed “IMG” prefix and “.JPG” suffix. The number “8538” in the middle of the file name is the production order 

number of the image. For the downloaded image, the typical sample name is shown as “DEYH8777.JPG”, which 

contains a four-uppercase letter prefix plus a four-digit number and a “.JPG” suffix. The meanings of the letters and 

digits in the file name are not known yet. The sample filenames of the video recorded and downloaded in the WeChat are 

named as “APOX6276.MP4” and “QRCH7388.MP4” respectively, which contain a four-uppercase letter prefix plus four 

digits and a “.MP4” suffix. 

In computer version of the WeChat program, the naming pattern of the image file sent by the No. 1 to No. 3 cell phones 

is consistent, and the typical file name is “WeChat Picture_20230919155626.jpg”, which contains the fixed “WeChat 

Picture” prefix and “.jpg” suffix. The number in the middle indicates the time when the image was received in the 

WeChat program. With regard to formed videos, the naming methods of the videos sent by the No.1 and No.2 cell phone 

are the same. The typical sample file name is “ddaf6d643e99357cda753c76e47d6f9f.mp4”, in which the 32 characters 
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should be the MD5 hash value. A typical file name for a video sent from the No.3 cell phone is 

“WeChat_20230915132723.mp4”, which contains a fixed “WeChat_” prefix and “.mp4” suffix, and the middle numbers 

indicate the time when the video was received in the WeChat program. 

4. FILE ATTRIBUTE AND METADATA FEATURES 

By directly linking the experimental cell phones to the computer, the digital data in the internal storage are studied. It is 

found that the file attributes and metadata characteristics of the formed images and videos in No. 1 and No. 2 are 

basically the same. Here, we use the No. 1 cell phone data as an example to analyze the file attributes/metadata features 

in the No. 1 and No. 2 cell phones. 

The file attributes of the images and videos taken or downloaded from the WeChat of the No. 1 cell phone consist of the 

information of file modification time, file size, original file name, etc. There is no data in the “creation time” column. In 

terms of metadata information, the typical metadata of the images and videos in No. 1 cell phone are shown in Figures 1 

and 2. The metadata of the taken images and recorded videos are exactly the same with the downloaded ones. 

 

Figure 1. Metadata of an image taken by the WeChat in the No. 1 cell phone. 

 

Figure 2. Metadata of a video captured by the WeChat in the No. 1 cell phone. 
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In Figure 1, the creation time of image in metadata is the default “0000:00:00 00:00:00”. In Figure 2, it can be seen that 

the creation time and modification time of the video file in the metadata is the default “1900:01:00 00:00:00”. There is 

little valid information in metadata, but the structure of metadata is an important forensic feature. 

In the No. 3 cell phone, we can see the “creation time”, “modification time”, “file size” information of the WeChat 

formed images and videos. Among them, the “creation time” is the time when the file is completely saved. The initial 

“modification time” is the time when the writing of the file in the storage is completed, but in the existing Apple iOS, the 

“modification time” of the image file may change automatically with the use of the cell phone. In terms of metadata, the 

typical metadata of the images and video are shown in Figures 3 and 4. The metadata of the recorded video are exactly 

the same with the downloaded one. 

 

Figure 3. Metadata of an image taken by the WeChat in the No. 3 cell phone. 

 

Figure 4. Metadata of a video captured by the WeChat in the No. 3 cell phone. 

In Figure 3, there is no time-related information in the metadata, which only contains data such as screen resolution, etc. 

In Figure 4, it can be seen that the metadata contains rich forensic information, including the creation time, modification 
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time, duration, screen size and other important information of the video file. The metadata structure is also an important 

distinguishable feature. 

A typical example of metadata for images downloaded from the computer version of the WeChat program is shown in 

Figure 5. There is less valid information in the metadata. The metadata of the downloaded video is consistent with the 

metadata of the video captured or downloaded in the No. 3 cell phones. 

 

Figure 5. Metadata of the downloaded images in the computer version of the WeChat program. 

5. DIGITAL DATA CHANGING FEATURES 

In the No. 1 cell phone, the hash value of the images taken in the WeChat is same to the downloaded images, i.e., the file 

data are identical. However, there is a big difference between the taken images in the No. 1 cell phone and the 

downloaded images from the computer version WeChat. By comparing the hexadecimal data of the two files, we find 

that the latter should be re-encoded, the size of the file becomes smaller, and the structure of the metadata is also 

changed, as shown in Figure 6. 

 

Figure 6. Differences in file header data between the taken image in the No. 1 cell phone and the image downloaded from the 

computer version of the WeChat. 

The hash values of the video downloaded from the No. 1 cell phone and the video downloaded from the computer 

version WeChat are the same, i.e., the file data are identical. However, the captured video and the downloaded video 

have slight differences in the meta-data information and also in file sizes. The comparing of the hexadecimal data 

between the two video files is shown in Figure 7. The digital change feature of files in the No. 2 cell phone is basically 

the same as in the No. 1 cell phone, and will not be described in detail here. 

With regard to the features of the No. 3 cell phone, we find that the hash values of the taken images, the downloaded 

images and the downloaded images in computer version WeChat are different. There are obvious differences in the 
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metadata structure. Among them, there is not much difference in the file size between the taken images the downloaded 

ones, but the size of the downloaded images in computer version WeChat has obviously been reduced. When considering 

to the formed videos, the recorded video, the downloaded video and the downloaded video in computer version WeChat 

are identical, that is, their hash values are the same. 

 

Figure 7. The comparing of the hexadecimal data between the captured video and the downloaded video in the No. 1 cell phone. 

6. DISCUSSIONS AND CONCLUSIONS 

Forensic examination involving WeChat formed images and videos consists of formation time identification, source 

identification, image authenticity identification, etc. The WeChat image formation time information mainly involves the 

image shooting time, sending time and so on. This information can be analyzed by using the image filename and the 

time-related metadata information. In the forensic shooting time examination of the WeChat formed images, whether the 

images are original or tampered should be estimated firstly.  

With regard to WeChat image source identification, it aims to judge whether the suspected image is formed by WeChat. 

Source identification is the main inspect angle and content in forensic authenticity identification, we can analyze the file 

name, file size, encoding mode and metadata structure of the suspected image or video to estimate whether they are 

formed by WeChat. 

To sum up, this paper researches on the characteristics of WeChat formed images and videos. The file attributes, 

metadata characteristics and digital data changes under different operating system environments, different WeChat 

versions, different formation methods, different transmission methods and so on, were comprehensively studied. Our 

results have a good guiding effect on the forensics research related to the formation time identification, image source 

identification, image authenticity identification of the WeChat formed images and videos. 
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